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Website Fingerprinting
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Website Fingerprinting (Classification Problem)
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> 90% accuracy 



Existing Defenses

Defense Overhead Attack accuracy/
recall Limitation

WTF-PAD Low 80-90%
Weak protection

FRONT Low 40-70%

Walkie-Talkie Low At most 50%
Hard to implement

Tamaraw		 High ~10%
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Limitation & Motivation

* Tamaraw: Fixed sending pattern

* Walkie-Talkie: Prior knowledge of pages

Unaffordable overhead

Hard to implement

Generative model Sending Patterns

…
…

…
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Surakav: a new defense

Buffer Buffer

Client Tor
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Sending Patterns

…
…

…

Generator

① Train & Generate

② Guide the real sending



• What generative model to use? 
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Phase 1: Generator Training
Questions: 

• What pattern to mimic?  

Realistic burst sequence  

- close to real loadings  

- Training data is easy to get

Generative Adversarial Network (GAN) 
- More diverse  
- More realistic

Time

BurstPacket

2 13 2
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Phase 1: Generator Training

…

Generator

label

…

…
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fake trace
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(a) Generator Training

<latexit sha1_base64="RjNRUGay9tul46wZIZJRS/V3g9g=">AAACAHicbVDLSsNAFJ3UV62vqAsXbgaLUEFKIkVdFt24kgr2AU0ok+m0HTozCTMToYZs/BU3LhRx62e482+ctFlo64ELh3Pu5d57gohRpR3n2yosLa+srhXXSxubW9s79u5eS4WxxKSJQxbKToAUYVSQpqaakU4kCeIBI+1gfJ357QciFQ3FvZ5ExOdoKOiAYqSN1LMPHqGnKIceR3qEEUtu04pz6p707LJTdaaAi8TNSRnkaPTsL68f4pgToTFDSnVdJ9J+gqSmmJG05MWKRAiP0ZB0DRWIE+Un0wdSeGyUPhyE0pTQcKr+nkgQV2rCA9OZ3anmvUz8z+vGenDpJ1REsSYCzxYNYgZ1CLM0YJ9KgjWbGIKwpOZWiEdIIqxNZiUTgjv/8iJpnVXd82rtrlauX+VxFMEhOAIV4IILUAc3oAGaAIMUPINX8GY9WS/Wu/Uxay1Y+cw++APr8wfqRJVT</latexit>
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(a) Generator Training

<latexit sha1_base64="RjNRUGay9tul46wZIZJRS/V3g9g=">AAACAHicbVDLSsNAFJ3UV62vqAsXbgaLUEFKIkVdFt24kgr2AU0ok+m0HTozCTMToYZs/BU3LhRx62e482+ctFlo64ELh3Pu5d57gohRpR3n2yosLa+srhXXSxubW9s79u5eS4WxxKSJQxbKToAUYVSQpqaakU4kCeIBI+1gfJ357QciFQ3FvZ5ExOdoKOiAYqSN1LMPHqGnKIceR3qEEUtu04pz6p707LJTdaaAi8TNSRnkaPTsL68f4pgToTFDSnVdJ9J+gqSmmJG05MWKRAiP0ZB0DRWIE+Un0wdSeGyUPhyE0pTQcKr+nkgQV2rCA9OZ3anmvUz8z+vGenDpJ1REsSYCzxYNYgZ1CLM0YJ9KgjWbGIKwpOZWiEdIIqxNZiUTgjv/8iJpnVXd82rtrlauX+VxFMEhOAIV4IILUAc3oAGaAIMUPINX8GY9WS/Wu/Uxay1Y+cw++APr8wfqRJVT</latexit>

z ⇠ N (0, 1)

label

…

…+

fake trace

real trace

Real?  Fake?

Observer (DF)Observer (WF attacker)

Which webpage (label)? 

LossD LossOLossG α+=
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Generator Performance
• Rimmer’s dataset (2017)  100 x 1000


• Wasserstein Distance 0.9 -> 0.02


• Generated traces can fool the observer at a 

90% success rate


-60

-40

-20

0

20

M
ea
n
Bu
rs
tS
iz
e

-60

-40

-20

0

20

0 100 200 300 400

M
ea
n
Bu
rs
tS
iz
e

Burst Index

real
fake

After Epoch 1

-60

-40

-20

0

20

M
ea
n
Bu
rs
tS
iz
e

-60

-40

-20

0

20

0 100 200 300 400

M
ea
n
Bu
rs
tS
iz
e

Burst Index

real
fake

After Epoch 500

Incoming burst

Outgoing burst

 the fake traces are statistically 

close to the real ones. 
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Phase 2: Packet Regulation
• Generate a trace T from Generator


• Send bursts of data based on T


‣Client controls the timing (  modeled by KDE)


‣ Two mechanisms to adjust the pattern

to

Buffer Buffer

Client Tor (Entry/Middle)
to

Real packet

Dummy packet
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Phase 2: Packet Regulation

• Burst Size Adjustment  ( )δ

Burst size0

bfake(1 − δ)bfake (1 + δ)bfake

Case 1 Case 2Case 3

Fake burst size

Real burst size

‣Case 1: Send  

‣Case 2: Send 


‣Case 3: Send 

(1 − δ)bfake

(1 + δ)bfake

breal
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Phase 2: Packet Regulation

• Random Response (Proxy side)

‣ Triggered when buffered real data  

‣ 50% chance to skip sending the dummy burst


‣ 50% chance to send 

breal = 0

(1 − δ)bfake
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Experiment Setup

Set of sites user visits

Set of monitored sites

100 pages

60,000 pages

•Open-world setting


•Crawled from Tranco list
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Experiment Setup
• Test in the real Tor network 


• Each defense is implemented as Pluggable Transport


• Client in Hong Kong, Entry in the US. 

User Entry
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Surakav Performance against different attacks

Surakav-light (            ) Surakav-heavy (            )

TPR (%) FPR (%) TPR (%) FPR (%)

kFP 0.85 0.02 0.01 0

CUMUL 11 9 3 8

DF 39 6 8 3

Tik-Tok 40 4 6 1

δ = 0.6 δ = 0.4



16

Surakav Performance comparing to other defenses

Attack Recall against different defenses
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Defense Performance

Defense Data 
Overhead

Time 
Overhead

FRONT 97 0

Tamaraw 121 26

Surakav-
light 55 16

Surakav-
heavy 81 17

Compared to FRONT: 
‣42% less data overhead and a similar 

protection rate ( 43% -> 40% TPR) 
‣Similar overhead offers more robust 

protection (43% -> 6% TPR)

Compared to Tamaraw: 
‣40% less data overhead and 10% less 

time overhead. (13% -> 6% TPR)
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Information Leakage Analysis

Surakav leaks the least bits of information 
for the top 100 informative features! 
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FRONT
Tamaraw

Surakav-light
Surakav-heavy

Surakav-heavy: 1.59

FRONT: 1.83

Tamaraw: 1.78

• WeFDE framework ( Li et al., CCS’ 18)

• examines the amount of information 
learnt from a specific feature
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Distribution Cost
• The trained model is ~ 3 MB.  


• Suppose the model is distributed by the Tor directory servers

1~8 % bandwidth overhead
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Summary

• Propose a strong WF defense Surakav 

‣ Leverage a self-designed Generative Adversarial Model


‣ Two random mechanisms to dynamically adjust the sending patterns


Code is available at 

‣ GAN training:     https://github.com/websitefingerprinting/wfd-gan


‣ Implementation: https://github.com/websitefingerprinting/surakav-imp

https://github.com/websitefingerprinting/wfd-gan
https://github.com/websitefingerprinting/surakav-imp

